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Abstract— This paper presents a system that allows the users
to securely transfer the messages by embedding them in the
digital images. The information, which is to be sent to the
receiver, is made to be more secure in spite of simple plain
text. The message is hashed and digitally signed to provide
authentication. The Quick Response (QR) Code for this
secured information is generated. This QR Code image is
accommodated in the original cover image by the embedding
algorithm. This system uses the watermarking scheme. To
accommodate the messages the original cover image is
modified by the embedding algorithm to obtain the stego
image. At the receiving end, the message is decoded using the
other key value pair. The proposed system is not hacked by
any intended user thereby ensuring authentication and non-
repudiation.
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I. INTRODUCTION

Many methods exist to make the information secure.
Information security is the method of protecting
information which protects its availability, privacy and
integrity [1]. For providing secure message transmission
cryptography is used in both wireless and wired network.

Cryptography is the study of techniques and methods for
secure communication in the presence of third parties
known as adversaries. Cryptography is a process of
converting a plain text into cipher text (Encryption) and
cipher text into a plain text (Decryption) [2]. Cryptography
is mainly of two types: Symmetric key cryptography (or
secret key cryptography) and Asymmetric key cryptography
(or Public key cryptography). Secret-key cryptography is
encryption method or a technique where both the sender
and receiver share the same key. The sender uses an
encryption algorithm and the key to encrypt the data; the
receiver uses the corresponding decryption algorithm and
this same key to decrypt the data. Public-key cryptography
uses different set of keys for encryption (Public key) and
decryption (Private Key).

In computer science and cryptography there is a type of
function known as Hash function that plays a very
important role in making messages secure. The predicate
hash function is easy to compute whereas it is hard to
invert, i.e., for a given output it is hard to find an input that
maps to that output [3]. After the message is hashed, key
pairs are generated to form digital signature. The encrypted
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hash is then embedded in the QR Codes, which is then
hidden behind the cover image to form the watermarked
image.

II. DIGITAL CERTIFICATE GENERATION

A. Key Pair Generation

The key-pair generation is based on RSA Algorithm.
RSA is a public key cryptosystem having two keys: public
key and the private key [4]. Here, encryption is done using
the private key and decryption is done using the public key.
An RSA public-private key pairs can be generated by the
steps mentioned as follow:

1. Generate a pair of large, random prime numbers: p and q.

2. Compute the modulus n such thatn=p * q.

3. Compute ¢(n) = (p-1) * (q-1).

4. Chose ‘e’ such that 1 <e <@(n) and e & n are co-primes.
5. Compute a value for ‘d’ such that (d*e) % ¢@(n) = 1.

6. The public key is the number (e, n) & private key
is (d, n).

To encrypt a message, M, with the public key, creates the
cipher, C, using the equation: C = M°mod n.

The receiver then decrypts the cipher, C, with the private
key using the equation: M = C* mod n.

B. Digital Signature Algorithm

A digital signature is a mathematical and computational
scheme for representing the authenticity of a digital
information or document. It ensures non-repudiation i.e.,
the sender of the message cannot later on deny having sent
the message and that the receiver cannot deny having
received the message and that maintains the integrity of the
message i.e. it is not altered in transit [5].

A digital signature scheme generally consists of three
algorithms:

1) A key generation algorithm, which chooses a private
key uniformly at random from a set of possible private
keys. This algorithm then produces the private key and a
corresponding public key
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2) A signing algorithm when, given a message and a
private key, produces a signature

3) A signature verifying algorithm, which when given a
message, public key and a signature, either accepts or
discards the message's claim to authenticity

III. PROPOSED SYSTEM

This system helps to merge the concepts of cryptography
and watermarking. In this system payload is being inserted
in the QR Code image which consists of the hash value of
patient information. The payload is encrypted using a key
(provided by the user) based on the digital signature
algorithm before embedding. This digitally signed
information is encoded into QR Code. This secure code is
then embedded in an image to form the watermarked image.
In case where the number of pixel pairs free for inserting
the watermark outnumbers the length of the payload, then
payload is repeated several times according to the
requirement.

IV. METHODOLOGY

C. Embedding Process

1) The In this process patient information like-Name, Age
and Sex are stored in the text file patient.txt.

2) Compute the hash of the patient information.

3) This hash is encrypted with the private key of the
sender and digital signature is then generated. The key
generation is based on RSA Algorithm. RSA is a
public key crypto-system having two keys-Public Key
and the Private Key.

4) The digitally signed information is encoded into the
QR Code.

5) The secured code is then embedded in an image to
form the watermarked image.
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Fig. 1 Flowchart of Embedding Process

D. Restoration Process

1) In the restoration process we apply the extraction
process of Coltuc et al. scheme and extract the
encrypted QR Code.
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2) To decode the QR Code any QR code decoder can be
used and encrypted hash of the patient information is
obtained.

3) To recover the original patient information it is
decrypted by using the public key and the digital
signature.

4) If some different QR code is decrypted, then this
information will not match and it is rejected.

5) Or if the hash is not matched, then also it will be
rejected confirming that the sender is not authentic
and the image has been tampered.

Extract QR
Code

Extracted
Hash

|

Watermarked
image

Public key of receiver with Digital

D t Hash |——
ccryptias Certificate

Patient
information

Fig. 2 Flowchart of Restoration Process
V. RESULTS AND ANALYSIS

A. Patient Information

Patient information is a simple text file as patient.txt
which contains the attributes like-Name, Age and Sex of the
patient. Fig. 3 shows the patient.txt file.

Name-Mr Prakash Saraswat
Age-25yrs

Sex-Male

Fig. 3 Patient information in patient.txt file

B. Hash Generation

Hash of the patient information is generated using MD-5
(Message Digest). It produces 128 bit hash value and
normally expressed in text format as a 32
digit hexadecimal number format [6]. Fig. 4 shows the hash
of the patient information.

TmRZS1NciSQemFFrYXMNolFNhemFzd2F
O0DQpBZ2Ut MjVScn MNCINIeC 1NYWad

Fig. 4 Hash of patient information
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C. Key Pair Generation

Key pair generation is based on RSA algorithm. It is a
public key cryptosystem which has two set of keys: private
key and public key. Encryption is done using private key
and decryption is done by public key [7]. Key pair
generation is shown in the Fig. 5.
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Fig. 5 Key pair (public and private key) generation

D. Digital Certificate Generation

Digital certificates (also known as Public key Certificate)
connect the identity of an individual or an institution to a
digital public key, i.e., to a pair of keys that can be used to
encrypt and sign digital information. The arrangement of
principles, protocol standards and software that assist
digital certificates is known as a public key infrastructure,
or PKI. The software, which supports this infrastructure,
generates a set of public-private key pairs. [8]. Fig. 6 shows
the digital certificate generation.
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Fig. 6 Digital certificate generation

E. QR Code Generation

QR code (Quick response) is a two dimensional
information storage tool. The length of the stored
information depends on: Data type/Mode, Version (ranging
from 1 — 40) and Error Correction Levels (L, M, Q, and H)
[9]. The hashed information is encrypted using the Private

key, which is then encoded to QR Code as shown in the Fig.

7.
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Fig. 7 Hash Encrypted with Private key and encoded to QR Code

F. Watermark Generation

The QR Code is then embedded in the cover image to
generate the watermarked image. This is done by using
Coltuc et al. scheme of reversible watermarking.[10]. Fig. 8
shows embedded QR code in the cover image to form
watermarked image.
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Fig. 8 QR Code hidden behind a cover image to get watermarked image

G. Receivers’ End

To extract the original information, public key of the
receiver is used to decrypt the hashed information along
with the digital certificate as shown in the Fig. 9.

[P iy PR S T ST —

[
Fig. 9 Decryption of hash using public key with digital certificate
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If the key pairs match, then QR code is decoded to
correct patient information as shown in the Fig. 10.

& Man
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Fig. 10 QR Code decoded to correct patient information

If the key pairs do not match, then QR code cannot be
decrypted to the original information as in Fig. 11.

L [T——

1 -
C ' Lnery' o’ Desiog v 93 rowse

e

Fig. 11 QR Code decoded to wrong patient information

VI. CONCLUSIONS

The proposed scheme is robust to all the attacks. In this
system the hash of the patient information is encrypted
using the RSA encryption algorithm along with the
generation of digital signature. This signed and encrypted
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hash is then embedded in the QR Code. This QR Code then
embedded in the cover image using Coltuc et al. scheme.
The embedding algorithm is made to work in feedback
mode so that if a single bit of data gets changed, then
following data gets changed too. And in that case the
recovered hash and the hash of the recovered image will
never match resulting in a rejected image.
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